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MEMORANDUM - NOTE DE SERVICE 


Security classifjcation - Cdte de security 

Solicitor Client Privilege 
TOP SECRET//SI/CEO 
File number - NumSro de dossier 
10540-09 doc. 33635722 
Date 

2 February 2017 
Telephone - T6l6phone 


TO/ 

DEST: Greta Bossenmaier Chief, CSE 


FROM/ General Counsel 

ORIG: Communications Security Establishment Lemi Se^ices 

k- ^ 

via Josee Desjardins, General Counsel 

Communications Security Establishment |l>e^l Services 

SUBJECT/ 

OBJET: CSE participation in the 


Question 

You have asked for an opinion on A^diether CSE participation in the 


Short answer 


C 


JUS 107A (91/10) 7530-21-036-5336 
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Conclusion 


Please do not hesitate to contact me, should you have any questions or concerns about this 
opinion that you would like to discuss. 


General Counsel 


Cc Shelly Bruce, DCSIGINT 
Dominic Rochon, DCPC 
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1^1 Communications Security Centre de la s4curit6 
■ ^ I Establishment Canada des telecommunications Canada 


P.O. Box 9703 
Terminal 
Ottawa, Canada 
K1G3Z4 


C.R9703 
Terminus 
Ottawa. Canada 
K1G3Z4 


TOP SECRET//SI//CEO 
Solicitor-Client Privilege 
(with Attachment) 


0 8 2017 

The Honourable Jean-Pierre PloufTe 

CSE Commissioner 

Office of the CSE Commissioner 

90 Sparks Street, Suite 730 

P.O. Box 1984, Station B 

Ottawa, Ontario 

K1P5B4 


Your Hie I oire reference 
Our File Sotre reference 

CERRID #32438663 


Dear Commissioner PloulTe: 


I am writing in response to your correspondence dated 8 December 2016 concerning 
CSE’s participation in 


While CSE has consulted regularly with the Department of Justice (DoJ) on this 
arrangement in the past few years, CSE recently requested a legal opinion from the 
DoJ to address the specific concerns expressed by your office. I am attaching a copy 
of the resultant legal opinion, dated 2 February 2017. which concludes that CSE’s 
participation in 


Please note that the 2 February 2017 legal opinion is being provided for your 
information with the understanding that this is not to be considered a waiver of 
solicitor-client privilege. This legal opinion is being shared on the undertaking that 
solicitor-client privilege will be respected and that no reference or public disclosure 
of its substance, content, purport or nature will be made. 

...2 
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TOP SECRET//S1//CEO 
Solicitor-Client Privilege 
(with Attachment) 


I hope that this response and the attached legal opinion 


Should you have other concerns pertaining to this subject, I would be pleased to 
discuss further. 


Sincerely, 

Greta Bossenmaier 
Chief 


TOP SECRET//S1//CEO 
Solicitor-Client Privilege 
(with Attachment) 
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Communications Security 
Establishment Commissioner 



Commissare du Centre de la 
s4curit4 des telecommunications 


The Honourable Jean - Pierre Plouffe, C.D. 


L’honoraWe Jean - Pierre Plouffe, C.D. 


TOP SECRET/SI/CEO 
Our file #2200-110 


December 8, 2016 

Ms. Greta Bossenmaier 
Chief 

Communications Security Establishment 
1929 Ogilvie Road 
Ottawa ON K1A0K2 

Dear Ms. Bossenmaier: 


Subsequent to our October 24,2016 meeting, the Commissioner’s office has completed its study 

with the office’s independent legal counsel, 
who has also examined CSE records. As noted at our meeting, 1 recognize 


that 


I encourage CSE to complete this important work at the earliest opportunity. 


By this letter, I am asking whether CSE’s 
participation is supported by Justice Canada advice or an opinion. If so, I am 

requesting to obtain a copy of any opinion or advice that is specific to this matter. The 
Commissioner’s office understands that CSE’s disclosure of any legal advice would not amount 
to a waiver of any privilege — including solicitor/client privilege — that attaches to the advice. 

If you have any questions or comments, I will be pleased to discuss them with you at your 
convenience. 


Yours sincerely, 



Jean-Pierre Plouffe 


RO. Box/C.P. 1984, Station “B“/Succursale <»B« 
Ottawa, Canada 
K1P5R5 

T: 613-992-3044 F: 613-992-4096 
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14^ I Security Centre de la sScuritS 

B ^ B Establishment Canada des telecommunications Canada 



3 March 2017 

MEMORANDUM FOR THE CHIEF 


UNCLASSiFED/COUO 
CERRID # 33491056 


SECURITY OF INFORMA TION ACT 
(For Approval) 


Summary 

• This Memorandum seeks vour approval to 

non-members and non-employees as being persons 
permanently bound to secrecy (PPBS), in accordance with the Security of 
Information Act (SOIA). 

• Originally, DLS had rendered an opinion concluding that' 


• With your direction, 


Background 

• On December 24, 2001, the Official Secrets Act was amended and renamed the 
Security of Information Act (SO/A). The revised Act introduced new concepts and 
definitions, such as "special operational information" and "persons permanently bound 
to secrecy." 

• The Treasury Board of Canada Secretariat (TBS) Operational Standard for the Security 
of Information Act issued in March 2003, states that persons may become part of this 
special regime in two ways; automatically or selectively. 
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• Communicstions Security Estsblishrnent (CSE) is a scheduled department under the 
Act; this means that all current or former members or employees are "persons 
permanently bound to secrecy" (PPBS), by virtue of their employment. 

• Non-members and non-employees working in scheduled departments are not 
automatically designated as PPBS. The procedure to designate these individuals 
differs and involves three different fomns and four different signatures, including that of 
the Chief. 

• Non-members and non-employees are defined as contractors or other government 
department employees on secondment working for CSE. 

• You currently review and designate approximately non-employees and/or non- 
members as being permanently bound to secrecy annually. 

Recommendation 

• It is recommended that 


Next Steps 

• If approved, all documents necessary 1 


Recommended By: 



Deparknental Security Officer 


Bruce Hirst 

Deputy Chief, Corporate Services 


Approved/Not Approved 



Greta Bossenmaier 
Chief 
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Communications Security 
Establishment Commissioner 


Commissaire du Centre de la 
secuhte des telecommunications 



The Honourable Jean-Pierre Plouffe, co 


L’honorable Jean-Pierre Plouffe, co 


PROTECTED B 
(with enclosures) 


February 8,2017 


The Honourable Harjil S. Sajjan, PC. OMM, MSM, CD, MP 

Minister of National Defence 

National Defence Headquarters 

101 Colonel By Drive 

Ottawa, Ontario K1A0K.2 

Dear Minister: 


CSE/CST 

Chiefs Office t Bureau du chef 

1 k 2017 

File I Dossier H ~ 


RE: The Office of the Communications Securit>' Establishment Commissioner’s 
Departmental Plan 2017—18, requiring the signature of the Minister of 
National Defence 

Please find enclosed for your signature, the Departmental Plan 2017-18 of the Office of 
the Communications Security Establishment Commissioner (French and English). 

Once signed, I will arrange for the immediate pick-up of our copy (French and English). 

1 would be pleased to provide you with any additional information that you may require. 


Yours sincerely. 



Jean-Pierre Plouffe 


End: 2 


P.O. Box/CP. 1474. Station '"B"/Succursale «B» 
Ottavsfa, ON K1PSP6 
(613) 992^3044. Fax: (613) 992-4096 
rnfo@ocsec-bccst,gc.ca 
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Departmental Plan 



The Honourable Haijit S. Sajjan, PC, OMM, msm, cd, mp 
Minister of National Defence 
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2017-18 Departmental Plan 


tar—■■ 


Commissioner's message 

I am pleased to submit the 2017-1S Departmental Plan‘ for the Office of the Communications 
Security Establishment Commissioner. 

The mandate of the Commissioner remains constant: under section 273.63 of the National 
Defence Act to review the activities of Communications Security Establishment (CSE) to 
determine whether they comply with the law; to undertake any investigation the Commissioner 
deems necessary in response to a written complaint about CSE; and to inform the Minister'of 
National Defence and Ae Attorney General of Canada of any CSE activities that the 
Commissioner believes may not be in compliance with the law. The National Defence Act 
(subsection 273.65(8)) also requires the Commissioner to review CSE activities under a 
ministerial authorization to ensure they are authorized and report to the Minister. In order to 
effectively discharge this mandate, the office will continue to plan and perform rigorous, in-depth 
reviews of the activities of CSE for compliance with the law and for safeguarding the privacy of 
Canadians. The office will also continue, within the limits of the Security of Information Act, to 
communicate as much as possible about the operations of the office, the results of its reviews and 
the impact of recommendations on CSE. 

The security and intelligence environment in which the office operates is undergoing significant 
pressure and change. Bill C-22, an Act to establish the National Security and Intelligence 
Committee of Parliamentarians is in process through Parliament as of the writing of this report. 
Once the committee is established, the office will work with it and its secretariat as well as with 
the existing expert review bodies to establish a strong complementary and comprehensive 
framework for accountability of security and intelligence activities and in so doing enhance 
transparency and public trust. 

In addition to Bill C-22, about which I appeared before a House of Commons Committee, I have 
also appeared before another House of Commons Committee ex amining the Security of Canada 
Information Sharing Act (SCISA). In the year ahead, I welcome the opportunity to engage more 
closely with parliamentarians on these matters. I will also continue to press for amendments to the 
National Defence Act, to remove ambiguities in the legislation and to provide explicit authority 
for CSE metadata activities. These amendments will help clarify the legislation and strengthen the 
accountability of CSE. 


' Our 2017-18 Departmental Plan provides parliamentarians and Canadians with mfonnation on what we do and the 
results we are trying to achieve duntig the upcoming year. To improve reporting to Canadians, the government is 
introducing a new, simpliHed report to replace the Report on Plans and Priorities, 

The title of the report has been changed to reflect its purpose : to communicate our annual performance goals and the 
financial and human resources forecast to deliver those results. The report has also been restructured to teil a clearer, 
more straightfcHivard and balanced story of the actual results we are trying to achieve, while continuing to provide 
transparency on how tax payers* dollars will be spent. 
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2017-18 Departmental Plan 


In the pages of the plan that follow you will leam more about the contribution of the Office of the 
Communications Security Establishment Commissioner to help ensure CSE complies with the 
laws of Canada and safeguards Canadians' privacy. 



February 8,2017 


2 Commissioner’s message 
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Plans at a glance 



The Office of the Communications Security Establishment Commissioner (office) will continue 
to discharge its mandate. To do so, the office identifies those Communications Security 
Establishment (CSE) activities that pose the greatest risk to compliance with the law and to the 
privacy of Canadians. To conduct rigorous reviews of those areas identified, the office must 
ensure it has the necessary resources available to it. The office will complete its planned reviews 
in accordance with the timetable ^proved by the Commissioner and the Commissioner will 
deliver his public annual report for Parliament to the Minister in accordance with legislative 
requirements. This will support the government’s priority related to security. 

With the advent of the National Security and Intelligence Committee of Parliamentarians, the 
office will woric with the committee and its secretariat to help develop an effective framework for 
accountability of security and intelligence activities. It is critical that roles and responsibilities be 
well defined to avoid duplication of effort and contribute to the effective utilization of resources. 

The office will increase its efforts for cooperation vrith the existing expert review bodies, with 
the objective of strengthening overall accountability of security and intelligence agencies. 

For more information on the office’s plans, priorities and planned results, see the “Planned 
results” section of this report. 
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Raison d'etre, mandate and role: who we are and what we 
do 

Raison d'etre 

The position of the Communications Security Establishment Commissioner was created to review 
the activities of the CSE to determine whether it performs its duties and functions in accordance 
with the laws of Canada. This includes having due regard for the privacy of Canadians. The 
Commissioner's office exists to support the Commissioner in the effective discharge of his 
legislated mandate. 

The office is a micro-agency. The Commissioner is supported by 11 full-time employees. Eight 
experienced, knowledgeable review staff, supported by subject matter experts as required, conduct 
rigorous in-depth reviews of CSE activities to determine whether or not these activities comply 
with the law and include satisfactory measures to protect the privacy of Canadians. 

Mandate and role 

• The National De^ce Act and the Security of Infonnation Act establish the mandate of 
the Commissioner 

• Assists tlw Minister of National Defence in his responsibility to Parliament fer CSE 

• Helps stcengtiiea accountabili^ and transparency of CSE 

• Hdis ensure CSE complies with the law and it protects tiie privacy of Canadians 

The mandate of the Conunissioner is set out under Part V.l the National Defence Act (NDA): 

1. to review the activities of the CSE to ensure they comply with the law; 

2. in response to a complaint, to undertake any investigation that the Commissioner considers 
necessary; and 

3. to inform the Minister of National Defence and the Attorney General of Canada of any 
activity of the Communications Security Establishment that the Commissioner believes 
may not be in compliance with the law. 

The Conunissioner is also required to submit an annual report to the Minister, for tabling in 
Parliament, on the Commissioner's activities and findings within 90 days after the end of each 
fiscal year. He is also required to review and report to the Minister as to whether the activities 
carried out under a ministerial authorization are authorized. The mandate is further defined under 
Section 15 of the Seexirity of Information Act which requires the Commissioner to receive 
information from persons who are permanently bound to secrecy and who seek to defend the 
release of classifi^ information al»ut the Cormnimications Security Establishment on the 
grounds that it is in the public interest. 
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For more general information about the department, see foe “Supplemratary information” section 
of this report. 


6 Raison d’etre, mandate and role 
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Operating context: conditions affecting our work 


• Sufficiency of resources 

• Effective working relationships 

• Reporting burden on small and micro departments and agencies 


There is a requirement to increase the resources devoted to the review program to allow the office 
to continue to provide sufficient review of the activities of CSE, and to acquire additional secure 
conununications equipment to facilitate information sharing. 

The office is being significantly impacted by external influences. The Government of Canada is 
committed to providing greater security and keeping all Canadians safe while at the same time 
protecting cherished rights and freedoms. Legislation is pending (Bill C-22) that will establish the 
mandate of the National Security and Intelligence Committee of Parliamentarians (NSICOP) to 
review “any activity” carried out by national-security agencies and “any matter relating to national 
security or intelligence.” The extent of committee review and its potential impact on the office is 
yet to be determined. 

Bill C-22 makes specific reference to “Cooperation” and states: “The Committee and each review 
body are to take all reasonable steps to cooperate with each other to avoid any unnecessary 
duplication of work by the Committee and that review body in relation to the fulfilment of their 
respective mandates.” It remains to be determined how this will develop in practice. The 
Commissioner’s office is fully committed to establishing effective working relationships that 
avoid unnecessary duplication. 

The Commissioner and senior officials of the office will continue to consult with Canadian review 
bodies and review bodies of other countries to discuss further possibilities for cooperation and to 
exch^lnge views on issues and methodologies related to the review of intelligence and security 
agencies. 

The reporting requirements of the various central agencies imposes a significant burden on the 
resources of a micro-agency such as the Commissioner’s office. The office will be discussing and 
assessing with the central agencies means of lightening the burden or getting the resources to deal 
with it. 
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Key risks: things that could affect our ability to achieve 
our plans and results 

. 4^ ^labiHty to ^diess^^CSE aotivitira ^eie there is greiN^ to 

.., and ptQtecdm of the privacy of C>anadians V 

• Loss of public trust __ 


The office needs to address its opacity as CSE continues to grow. The technologies CSE employs 
are constantly adapting and adjusting in order to be able to provide the necessary protections to 
critical information against threats that have increased in both number and sophistication. For the 
office to keep pace with CSE growth and change, it is necessary to increase its resource base. An 
additional review position will be created and resourced and additional technologies will be 
acquired, sufficient to allow the office to continue to provide effective review of CSE activities. 

The NSICOP will come into being with the passage of Bill C-22. This committee will have the 
authority to review “any activity” carried out by national-security agencies and “any matter 
relating to national security or intelligence.” This committee will provide, along with expert 
review bodies, a complementary and comprehensive accountability frameworic for security and 
intelligence activities. The fiamework has the potential to permit greater transparency and provide 
added reassurance to all Canadians that intelligence agencies and the oversight mechanisms in 
place are working effectively together to provide both security and protection of rights and 
freedoms. 

The office will continue its ongoing efforts to increase transparency while at the same time 
protecting sensitive information. Further description of review activities and results will help to 
provide assurance to the public that the activities of CSE are subject to comprehensive review and 
will contribute to enhancing public trust in the work performed by CSE. 

The office continues to explore with other review bodies cooperation in conducting reviews that 
implicate more than one intelligence agency. There are opportunities to address areas of 
significant risk to security and safety that are common to more than one department or agency. 
These cooperative reviews are not intended to replace the specific reviews conducted within 
individual security and intelligence agencies but rather to complement them. It remains to be seen 
whether the office may require additional resources to work with the new parliamentary 
committee and to support tiie conduct of joint reviews. 
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Key risks 


Link to mandate letter I 
commitments or to 
government-wide and 
departmental priorities. 


Failure to address CSE 
activities of greatest risk 
to compliance with the 
law and to protection of 
the privacy of Canadians 

• Request permanent increase 
to resource base to address 
shortfall between existing 
resources and review needs 

• Maintain an effective working 
relationship with CSE based 
on mutual respect and an 
objective and factual 
approach 

• Increase the ability to attract 
employees by expanding the 
opportunity for mobility to and 
from the public service 

• Provide to employees the 
necessary tools and systems, 
training, mentoring and 
professional support to 
conduct expert review 

• Continue to seek 
amendments to the NDA that 
would clarify the law and 
support the government’s 
commitments to strengthen 
accountability and 
transparency of CSE'S 
legislation and activities 

Review program 

Security and opportunity 

Loss of public trust 

■ Continue to promote and 
describe the office's mandate, 
responsibilities and program 
to enhance Parliament’s and 
the public's understanding of 
the role of the office and the 
results of reviews 
• Maintain public confidence in 
the work of the office by 
increasing transparency at 
every opportuni^ and 
pressing CSE to be more 
transparent. It is critical to 
illustrate that CSE is subject 
to rigorous and robust review 
and that security and privacy 
considerations are being 
adequately addressed 

Review program 

Security and opportunity 


Risks 


Risk response strategy 


Link to the 

department’s 

Programs 
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• Strive to increase sharing of 
information and cooperation 
among review bodies to 
jointly identify, plan for and 
conduct cooperattve reviews 
of high risk activities 
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2017-18 Oepartmentai Plan 


Planned results: what we want to achieve this year 
and beyond 

Commissioner's Review Program 

The review program includes research, monitoring, planning, the conduct of reviews and the 
reporting of results. In addition, it also includes consultations and communications with CSE 
officials, with other review bodies and other government officials, as required. 

Planning highlights 


• Program outcome remains constant - CSE complies tvith the law and protects the privacy 
of Canadians 

• Identification of CSE activities where there is risk to compliance and privacy is key to 
success 

• Increase capacity for review 

• Establish effective working relationship with NSICOP and its secretariat once they are 
functioning vrill be essential 

• Opportunity for maintenance and grovrth of expert review 


The core responsibility for the Commissioner’s review program is to examine CSE activities to 
determine whether or not it performs its duties and functions in accordance with the laws of 
Canada and with due regard for the privacy of Canadians. The priorities of the office remain 
unchanged from the previous year - improve the effectiveness and efficiency of the review 
program, increase transparency and maintain public trust. 

The office will work to strengthen its working relationship with CSE. As a result of this 
relationship, the office receives from CSE extensive information on its plans and priorities, its 
activities, both underway and planned, and its areas of concern. The analysis of this information, 
coupled with the results of previous reviews, contribute to the identification of review priorities. 

With the growth of CSE, the office intends to initiate a request to increase its financial authorities. 
The office must ensure that sufficient skill sets are in place to address the review issues that need 
to be examined. Employees will continue to be offered opportunities for training and development 
and the office will continue to improve the tools and systems available to support the review 
activity. Mentoring and on-the-job training will continue to be made available, as required. When 
necessary, the skill sets of the office will be supplemented by engaging on a part-time basis the 
services of technical and subject matter specialists. 
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Discussions and meetings with other review bodies in Canada and abroad will continue with a 
view to the development of professional standards and the sharing of best practices, including 
expert review. 

Striving to strengthen public trust in security and intelligence agencies and in the review and of 
oversight of them is an ongoing effort. The NSICOP will create an accountability framework for 
the review of security and intelligence activities and in so doing is expected to contribute to 
enhancing the public trust in what intelligence agencies are doing and in the adequacy of review 
and oversight. The office will work with the Committee and its secretariat to ensure the 
framework provides for effective and efficient review. 

The office will continue to strive for greater transparency. It will continue to participate in 
conferences, and meetings with other review bodies in Canada and abroad. 


Planned results 


Expected 

results 

Performance 

indicators 

Target 

Date to 
achieve 
target 

2013-14 

Actual 

results 

2014-15 

Actual 

results 

2015-16 

Actual 

results 

The CSE 
performs its 
duties and 
functions in 
accordance 

% of reviews 
completed within 
targeted time 
frames 

80% 

Mar 31, 2018 

80% 

90% 

90% 

with the laws 
of Canada 
and with due 
regard for the 
privacy of 
Canadians 

%of 

recommendations 

accepted 

80% 

Mar 31,2018 

100% 

100% 

100% 


Budgetary financial resources (dollars) 


2017-18 

Main Estimates 

2017-18 

Planned spending 

2018-19 

Planned spending 

2019-20 ^ 

Planned spending ' 

1,581,736 

1,581,736 

1,581,736 

1,581,736 


Human resources (full-time equivalents) 


2017-18 

Planned full-time equivalents 

2018^19 

Planned full-time equivalents 

2019-20 

Planned full-time equivalents 
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Information on the Office of the Communications Security Establishment Commissioner program 
is available on the office’s website' and in the TBS InfoBase". 

Internal Services 

Description 

Internal Services are those groups of related activities and resources that the federal government 
considers to be services in support of programs and/or required to meet corporate obligations of an 
organization. Internal Services refers to the activities and resources of the 10 distinct service 
categories that support Program delivery in the organization, regardless of the Internal Services 
delivery model in a department. The 10 service categories are: Management and Oversight 
Services: Communications Services; Legal Services; Human Resources Management Services; 
Financial Management Services; Information Management Services; Information Technology 
Services; Real Property Services; Materiel Services; and Acquisition Services. 

Planning highlights 

In 2016-17, Internal Services will continue to support the Commissioner, the Executive Director 
and the review program across the lull range of internal services. This support will include the 
following: 

• The revision of office processes and practices to meet the requirements of Treasury Board 
transformation initiatives in human resources, financial management and information 
management; 

• The review of the adequacy of financial management policies and practices instituted as a 
result of the core control audit; 

• The improvement in the mobility of employees by changing their status relative to internal 
competitions in the core public service; and 

• The strengthening of current practices related to professional development and talent 
management. 

Budgetary financial resources (dollars) 


2017-18 

Main Estimates 

2017-18 

Planned spending 

2018-19 

Planned spending 

2019-20 

Planned spending 

527,480 

527,480 

527,480 

527,480 


Human resources (full-time equivalents) 


2017-18 

Planned full-time equivalents 

2018-19 

Planned full-time equivalents 

2019-20 

Planned full-time equivalents 
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Spending and human resources 


Planned spending 


Deparbnental spending trend graph 



Budgetary planning summary for the Program and Internal Services (dollars) 


Program an<l 
Ilniernal Services 

2014-15 

Expenditures 

2015-16 

Expenditures 

2016-17 

Forecast 

spending 

2017-18 

Main 

Estimates 

2017-18 

Planned 

spending 

2018-19 

Planned 

spending 

2019-20 

Planned 

spending 

Commissioner's 
Review Program 

1,445,424 

1,498,360 

1,665,598 

1,581,736 

1,581,736 

1,581,736 

1,581,736 

Internal Services 

598,136 

536,517 

545,214 

527,480 

527,480 

527,480 

527,480 

Total 

2,043.560 

2,034,877 

2,210,612 

2,109,216 

2,109,216 

2,109,216 

2,109.216 


The forecast spending in 2016-17 is $176 thousand higher than 2015-16 is due primarily for two 
reasons. The fimds available to the office for spending in 2015-16 were reduced by $90 thousand, 
as 2015-16 was the third and final year of repaying reprofiling costs related to office expansion in 
2012-13. The forecast spending for 2016-17 also includes expenditures being financed from 
lapsed funds, $85,000, carried forward from 2015-16. The Main Estimates and the planned 
spending for the next three fiscal years are constant throughout the planning period. 
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It should be noted however that the office intends to seek additional funding on a permanent basis 
in 2017—18 to allow for additional review FTEs as well as for upgrades to technology assets. 

Planned human resources 

Human resources planning summary for the Commissioner's Review Program and 
Internal Services 
(fuil-time equivaients) 


'Program and tnlerna) Services 

2QU-n 

Full-time 

equivalents 

2016-16 

Fiill'lime 

equivalents 

2016«17 

Forecast 

full-time 

equivalents 

2017-18 
Planned 
full*! true 
equivalents 

2018-19 

Planned 

luil-time 

equivalents 

2019-20 I 

Planned ^ 

fulUlime : 

equivalents : 

Commissioner's Review Program 

7.5 

6.5 

85 

8.5 

a$ 

8.5 

Internal Services 

3 

3 

3 

3 

3 

3 

Total 

10.5 

11.5 

11.5 

115 

115 

115 


The office intends to stabilize its human resources at 11; however, it is expected that the office 
will seek funding on a permanent basis for additional FTEs for the Commissioner’s review 
program in fiscal year 2017-18. 

Estimates by vote 

For information on the Office of the CSE Commissioner’s organizational appropriations, consult 
the 2017-18 Main Estimates.'" 
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Future-Oriented Condensed Statement of Operations 

The Future-Oriented Condensed Statement of Operations provides a general overview of the 
Office of the Communications Security Establishment Commissioner’s operations. The forecast of 
financial information on expenses and revenues is prepared on an accrual accounting basis to 
strengthen accountability and to improve transparency and financial management. 

Because the Future-Oriented Condensed Statement of Operations is prepared on an accrual 
accounting basis, and the forecast and planned spending amounts presented in other sections of 
the Departmental Plan are prepared on an expenditure basis, amounts may differ. 

A more detailed Future-Oriented Statement of Operations and associated notes, including a 
reconciliation of the net cost of operations to the requested authorities, are available on the Office 
of the Communications Security Establishment Commissioner’s website*''. 

Future-Oriented Condensed Statement of Operations 
for the year ended March 31, 2018 (dollars) 


Financial information 

2016-17 

Forecast results 

2017-18 

Planned results 

Difference 
(2017-18 Planned 
results minus 2016-17 
Forecast results) 

Total expenses 

2,250,156 

2,297,073 

46,917 

Net cost of operations 
before government 
funding and transfers 

2,250,156 

2,297,073 

46.917 


The office planned spending amounts have increased by 2 % over the forecast spending. The 
overall increase is due to slight increases in pl^lnned spending for professional services and 
increased amortization costs. 
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Supplementary Information 

Corporate information 

Organizational profile 

Appropriate minister (under the Financial Administration Act): 

The Honourable Haijit S. Sajjan, PC, omm, msm, cd, mp, Minister of National Defence 

Institutional head: The Honourable Jean-Pierre PloufTe, CD - Commissioner 

Ministerial portfolio: National Defence 

Enabling instrument($): National Defence Act''; Inquiries Act'"; Security of Information Act 
Year of incorporation / commencement: 1996 

Other: The Commissioner’s office was granted its own appropriation in 2008. 

Reporting framework 

The Office of the Communications Security Establishment Commissioner’s Strategic Outcome 
and Prolgram Alignment Architecture (PAA) of record for 2017-18 are shown below: 

1. Strategic Outcome: CSE performs its duties and functions in accordance with the laws of 
Canada and with due regard for the privacy of Canadians. 

1.1 Program: Commissioner’s Review Program 

Internal Services 
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Federal tax expenditures 

The tax system can be used to achieve public policy objectives through the ^plication of special 
measures such as low tax rates, exemptions, deductions, deferrals and credits. The Department of 
Finance Canada publishes cost estimate and projections for these measures each year in the 
Report on Federal Tax Expenditures.'^'" This report also provides detailed background information 
pn tax expenditures, including descriptions, objectives, historical information and references to 
related federal spending programs. Tlie tax measures presented in this report are the responsibility 
of the Minister of Finance. 


Organizational contact information 

The Office of the Communications Security Establishment Commissioner can be reached at the 
following address; 

Office of the Communications Security Establishment Commissioner 
P.O. Box 1474, Station "B" 

Ottawa, Ontario KIP 5P6 


The Office may also be reached: 

Telephone: 613-992-3044 Facsimile: 613-992-4096 Email: mfo@ocsec-bccst.gc.ca 

For further information on the Office of the Conununications Security Establishment 
Conunissioner, its mandate and function, please visit the office's website'*. 


Supplementary information 




2017-18 Departmental Plan 


Appendix: definitions 

appropriatioD (credit) 

Any authority of Parliament to pay money out of the Consolidated Revenue Fund, 
budgetary expenditures (dipenses budg^taires) 

Operating and capital expenditures; transfer payments to other levels of government, 
organizations or individuals; and payments to Crown corporations. 

Core Responsibility (responsabilit^ essentielle) 

An enduring function or role performed by a department. The intentions of the department with 
respect to a Core Responsibility are reflected in one or more related Departmental Results that the 
department seeks to contribute to or influence. 

Departmental Plan (Plan ministiriel) 

Provides information on the plans and expected performance of appropriated departments over a 
three-year period. Departmental Plans are tabled in Parliament each spring. 

Departmental Result (r^suhat ministiriel) 

A Departmental Result represents the change or changes that the department seeks to influence. A 
E>epartniental Result is often outside departments’ immediate control, but it should be infl uenced 
by program-level outcomes. 

Departmental Result Indicator (indicateur de r£sultat ministiriel) 

A factor or variable that provides a valid and reliable means to measure or describe progress on a 
Departmental Result. 

Departmental Results Framework (cadre minist^riel des r^ultats) 

Consists of the department’s Core Responsibilities, Departmental Results and Departmental 
Result Indicators. 

Departmental Results Report (Rapport sur les r^uHats ministiriels) 

Provides information on the actual accomplishments against the plans, priorities and expected 
results set out in the corresponding Departmental Plan. 

full-time equivalent (Equivalent temps plein) 

A measure of the extent to which an employee represents a full person-year charge against a 
departmental budget. Full-time equivalents are calculated as a ratio of assigned hours of work to 
scheduled hours of work. Scheduled hours of work are set out in collective agreements. 
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government-wide priorities (priority pangouvemementales) 

For the purpose of the 2017-18 Departmental Plan, government-wide priorities refers to those 
high-level themes outlining the government’s agenda in the 2015 Speech &om the Throne, 
namely: Growth for the Middle Class; Open and Transparent Government; A Clean Environment 
and a Strong Economy; Diversity is Canada's Strength; and Security and Opportunity. 

horizoiital initiatives (initiative horizontale) 

A horizontal initiative is one in which two or more federal organizations, through an approved 
funding agreement, work toward achieving clearly defined shared outcomes, and which has been 
designated (e.g. by Cabinet, a central agency, etc.) as a horizontal initiative for managing and 
reporting purposes. 

Management, Resources and Results Structure (Structure de la gestion, des ressources et des 
rfoultats) 

A comprehensive fiamework that consists of an organization’s inventory of programs, resources, 
results, performance indicators and governance information. Programs and results are depicted in 
their hierarchical relationship to each other and to the Strategic Outcome(s) to which they 
contribute. The Management, Resources and Results Structure is developed fiom the Program 
Alignment Architecture. 

non-budgetary expenditures (d^penses non budgitaires) 

Net outlays and receipts related to loans, investments and advances, which change the 
composition of the financial assets of the Government of Canada. 

performance (rendement) 

What an organization did with its resources to achieve its results, how well those results compare 
to vdiat the organization intended to achieve, and how well lessons learned have been identified. 

Performance indicator (indicateur de rendement) 

A qualitative or quantitative means of measuring an output or outcome, with the intention of 
gauging the performance of an organization, program, policy or initiative respecting expected 
results. 

Performance reporting (production de rapports snr le rendement) 

The process of corrununicating evidence-based performance information. Performance reporting 
supports decision making, accountability and transparency. 
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planned spending (dipenses privnes) 

For Departmental Plans and Departmental Results Reports, planned spending refers to those 
amounts that receive Treasury Board approval by February 1. Therefore, planned spending may 
include amounts incremental to planned expenditures presented in the Main Estimates. 

A department is expected to be aware of the authorities that it has sought and received. The 
determination of planned spending is a departmental responsibility, and departments must be able 
to defend the expenditure and accrual numbers presented in their Departmental Plans and 
Departmental Results Reports. 

plans (plan) 

The articulation of strategic choices, which provides information on how an organization intends 
to achieve its priorities and associated results. Generally a plan will explain the logic behiiKl the 
strategies chosen and tend to focus on actions that lead up to the expected result. 

Priorities (prioriU) 

Plans or projects that an organization has chosen to focus and report on during the planning 
period. Priorities represent the things that are most important or what must be done first to support 
the achievement of the desired Strategic Outcome(s). 

program (programme) 

A group of related resource inputs and activities that are managed to meet specific needs and to 
achieve intended results and that are treated as a budgetary unit. 

Program Alignment Architecture (architecture d’ali^ement des programmes) 

A stmctured inventory of an organization’s pro^ams depicting the hierarchical relationship 
between programs and the Strategic Outcome(s) to which they contribute. 

results (risultat) 

An external consequence attributed, in part, to an organization, policy, program or initiative. 
Results are not within the control of a single organization, policy, program or initiative; instead 
they are within the area of the organization’s infiuence. 

statutory expenditures (dipenses legislatives) 

Expenditures that Parliament has approved through legislation other than appropriation acts. The 
legislation sets out the purpose of the expenditures and the terms and conditions under which they 
may be made. 
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Strat^c Outcome (risultat strat^que) 

A long-term and enduring benefit to Canadians that is linked to the organization’s mandate, 
vision and core fimctions. 

sunset program (programme temporise) 

A time-limited program that does not have an ongoing funding and policy authority. When the 
program is set to expire, a decision must be made whether to continue the program. In the case of 
a renewal, the decision specifies the scope, fiinding level and duration. 

target (cible) 

A measurable performance or success level that an organization, program or ini tiative p lans to 
achieve within a specified time period. Targets can be either quantitative or qualitative. 

voted expenditures (depenses vot£es) 

Expenditures that Parliament fq)proves amiually through an Appropriation Act. The Vote 
wording becomes the governing conditions under which these expenditures may be made. 
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Endnotes 


i. Offtra of the Communications Security Establishment Commissioner, https://www.ocsec-bccstgc.ca 

ii. Treasury Board of Canada Secretariat, InfoBase, http://www,tbs-sctgc.c^ems-sgd/edb-bdd/index-eng.html 

iii. 2017-18 Main Estimates, http://www.tbs-sct.gc.ca/hgw-cgC^finances/pgs^xlg/gepme-pdgbpd/mdex-eng.asp 

iv. Office of the Communications Security Establishment Commissioner, https://www.ocsec-bccst.gc.ca 

V. National Defence Act, http://laws-lois.justice.gc.ca/eng/acts/N-S/ 

vi. Inquiries Act, http://laws-Iois.justice.gc.ca/eng/acts/i-11/ 

vii. Security of Information Act, http://laws-lois.Justice.gc.ca/eng/acts/0-S/ 

viii. R^rt on Federal Tax Expenditures, http://www.En.gc.ca/purl/taxexp-eng.asp 

be. Office of the Communications Security Establishment Commissioner, https://www.ocsec-bccst.gc.ca 
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Message du commissaire 

J’ai rhonneur de presenter ie Plan ministeriel* de 2017—2018 du Bureau du commissaire du 
Centre de la s^urite des tetecommunications. 

Le mandat du commissionnaire demeure le mgme : en vertu du paragraphe 273.63 de la Loi sur la 
defense nationale, il doit examiner les activites du Centre de la securite des teldcommunications 
(CST) afin de determiner si elles sont conformes k la loi; mener toute enqu6te quMl estime 
n6ce^aire en reponse k une plainte ecrite concemant le CST; et informer le ministre de la Defense 
nationale et le procuieur general du Canada de tout cas ou, k son avis, le CST pouirait ne pas avoir 
agi en conformite avec la loi. Selon la Loi sur la defense nationale (paragraphe 273.65[8]), le 
commissaire est aussi tenu de faire enquete sur les activites du CST exerce^ sous le regime d’une 
autorisation ministerielle pour en contrdler la conformite, et d*en rendre compte au ministre. Aux 
fins de Texecution efficace de ce mandat, le bureau continuera de planifier et d*efFectuer des 
examens rigoureux et apptofondis des activites du CST en vue de s'assuier qu*elles sont menees 
en conformite av^ la loi et dans le respect de la vie privee des Canadiens. Le bureau continuera 
egalement, dans les limites de la Loi sur la protection de Pinfoimation, de communiquer le plus 
d’information possible sur ses activites, les resultats de ses examens et T incidence des 
recommandations sur le CST. 

L’environnement de securite et du renseignement dans lequel le bureau exerce ses activites subit 
actuellement des pressions et des changements considerables. Le projet de loi C-22, Loi 
constituant le Comite des parlementaires sur la securite nationale et le renseignement, etait en 
cours d* adoption au Parlement pendant la redaction du present rapport. Suivant la creation du 
Comite, le bureau travaillera de concert avec ce dernier ainsi qu’avec son secretariat et les 
organismes d’experts en matiere d’examen en vue d’etablir un cadre de reddition de compte 
compiementaire solide et exhaustif pour les activites liees i la securite et au renseignement, lequel 
permettra d’accroitre la transparence et la confiance du public. 

En plus d’avoir comparu devant un comite de la Chambre des communes au sujet du projet de loi 
C-22, je me suis pre^nte devant un autre comite de la Chambre k des fins d’examen de la Loi sur 
la communication d’information ayant trait k la securite du Canada (LCISC). Au cours de I’annee 
k venir, j’accueillerai favorablement les possibilites de collaborer de fa^on plus etroite avec les 
parlementaires au chrqiitre de ces questions. Je continuerai egalement ^ demander des 
modifications k la Loi sur la defense nationale, de sorte que Ton elimine les ambigwtes qu’elle 


' Notre Plan ministeriel 2017-2018 presente aux parlementaires et aux Canadiens des renselgnements sw notre travail 
et sur les rfeultats que nous tenterons d’atteindre au coins de Is prochaine amide. Aim d’amdliorer la prdsentation de 
rapports d I’intention des Canadiens, le gouvemement adopte un nouveau rapport sitnpUfid, lequel remplace le 
Rapport sur les plans et les prioritds. 

Le titre du rapport a dtd modifid afin de tenir compte de son but: communiquer nos objectifs de rendement annuels 
ainsi que ies pidvisions au chapitre des ressources financidres et humaines afin de livrer ces rdsultats. Le rapport a 
aussi dtd resmicturd afin de pr^enter plus clairement, plus simplement et de fafon plus dquilibrde les rdsultats rdels 
que nous tentons d’atteindre, tout en continuant de &ire preuve de transparence quant d la fafon dont les deniers 
publics setont utilisds. 
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comporte et que Ton accorde au CST le pouvoir expiicite sur ses activites liees aux metadonnees. 
Ces modifications aideront k clarifier la loi et a renforcer la responsabilisation du CST. 

A la lecture des pages qui suivent, vous en apprendrez davantage sur les efforts que le Bureau du 
commissaire du Centre de la securite des telecommunications d^ploie afm de s’assurer que le CST 
se conforme aux lois du Canada et protege la vie privee des Canadiens. 



Jean-Pierre Plouffe, CD 


Le 8 fevrier 2017 
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Apergu de nos plans 


• PlanMcatioa et realisation d’examens qiprofbndis des tu^vitds du CSX 

• Contribution aux processus de responsabilisadoD se important aux activites tides & la s6fsarM et 
an reoseignement 

• Promotion de la co(q)&adon eutre les oiganismes d’eaqpmts eii matidiB d’examen 


Le Bureau du commissaire du Centre de la sdcuritd des telecommunications (le bureau) continuera 
de s’acquitter de son mandat A cette fin, le bureau determine quelles activites du Centre de la 
securite des telecommunications (CST) prdsentent les plus grands risques en matidre de 
conformite avec la loi et de respect de la vie privde des Canadiens. ABn d’effectuer des examens 
rigoureux des secteurs ciblds, le bureau doit s*assurer qu’il dispose des ressources necessaires. Le 
bureau rndnera d bien les examens prdvus selon le calendrier approuve par le commissaire, et ce 
dernier soumettra son report public annuel au ministre en vue de son ddpdt au Parlement, et ce, 
conformdment aux exigences legislatives. Ce processus favorisera la realisation de la priorite du 
gouvemement en matiere de securite. 

Suivant la creation du Comite des parlementaires sur la securite nationale et le rensei^ement, le 
bureau travaillera de concert avec ce dernier et son secretariat k I’eiaboration d’un cadre de 
reddition de compte efficace pour les activites liees k la securite et au renseignement II est par 
ailleurs essentiel de bien definir les rdles et les responsabilites k cet egard afin d*eviter le 
chevauchement d’efforts et de favoriser une utilisation efficace des ressotuces. 

Le bureau intensifiera ses efforts de collaboration avec les organismes existants d'experts en 
matiere d'examen, et ce, dans le but de renfotcer la capacite globale de responsabilisation des 
organismes de sicuriti et de renseignement. 

Pour en savoir plus sur les plans, les priorit^s et les r^sultats pr6vus du bureau, consulter la section 
«R6sultats pr6vus» du present rapport. 
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Raison d'§tre, mandat et role : composition et 
responsabilites 

Raison d'etre 

Le poste de commissaire du Centre de la sdcuritd des tdl^ommunications a dtd cr6d dans le but 
d’examiner les activites du CST, et de determiner $t ce dernier s’acquitte de son mandat et de ses 
fonctions en conformltd avec les lois du Canada, notamment en veillant au respect de la vie privee 
des Canadiens. Le bureau du commissaire a pour vocation d’appuyer le commissaire dans 
rexdcution efflcace de son mandat present par la loi. 

Le bureau forme un organisme de tr^s petite taille. Le commissaire beneficie du soutien de 11 
employees k temps plein. Huit employ^ qui sont agents d’examens hautement qualifies et 
comp^nts m^nent des examens approfondis des acdvitds du CST, au besoin avec le soutien 
d’experts en la matidre, et ce, afin de determiner si celles-ci sont conformes a la loi et integrent 
des mesures satisfaisantes de protection de la vie privde des Canadiens. 

Mandat et role 

• La Lensor la defense nadonaleet la Loi sur la protection derinfomiatioadefinisseiitle mandat 

rfii wwnmissinnnaim 

• Offiir du soidien au minis tre de la Defense nationale dans Texeicice de sa responsabilite devant 
le Parlement i regard do CST 

• Contribu^aurenforcementde la responsabilisati<metde la transparence du CST 

• Veiller e ce qtie le CST seconfonnei la loi etjnpot^ la vie privee des Canadiens 

On decrit le mandat du commissionnaire k la partie V.l de la Loi sur la defense nationale (LDN), 
lequel consiste d; 

1. proedder k des examens concemant les activites du CST pour en contrdler la Idgalite; 

2. faire les enquetes qu’il estime necessaires e la suite de plaintes qui lui sont presentees; et 

3. informer le ministre de la Defense nationale et le procureur general du Canada de tous les 
cas oii, ^ son avis, le CST pourrait ne pas avoir agi en conformite avec la loi. 

Le commissaire doit egalement presenter au ministre, en vue de son depdt au Parlement, un 
rapport annuel sur ses activites et ses resuitats d’enquetes dans les 90 jours suivant la fin de 
chaque exercice. II doit aussi verifier si les activites exercees sous le regime d’une autoiisation 
ministerielle sont conformes et en tendre compte au ministre. L*article 15 de la Loi sur la 
protection de Pinfoimation decrit de fafon plus detailiee le mandat du commissaire selon lequel 
celui-ci doit recevoir des renseignements de personnes astreintes au secret k peipetuite qui veulent 
se prevaloir de la defense d’interet public pour divulguer des renseignements classifies au sujet du 
Centre de la securite des telecommunications. 


Bureau du commissaire du Centre de la securite des telecommunications 5 


A-2017-00008-00064 






Plan minist^l 2017-2018 


Pour obtenir de plus amples renseignements gdn6raux sur le Minist^re, consulter la section 
« Renseignements suppldmentaires » du present report 
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Contexte operationnel : les conditions qui influent sur 
notre travaii 


• Rfissounes suffisantes 

• Reladons de travail efiBcaces 

• Fardeauinh^anti la production der^jports impend aiK paths ettr8s 
paths ministires at (Higanisinas 


II faut accroitre le nombre de ressources consacr^s au programme d'examen afin que le bureau 
continue d’examiner addquatement les activitds du CST, ainsi qu’acqu^r de I’dquipement de 
communication sdcuiisd ^n de faciliter Tdchange d’information. 

Les influences extemes ont une incidence considerable sur le bureau. Le gouvemement du Canada 
s’engage k assurer une sdeurite accrue de mdme qu'ii protdger tous les Canadians dnsi que les 
droits et les libertds quMls chdrissent. Une mesure legislative (projet de loi C-22) actuellement d 
rdtude vise k dtablir le mandat du Comitd des parlementaires sur la sdeuritd nationale et le 
renseignement (CPSNR), soit d'examiner « les activitds » mendes par les organismes de sdcuritd 
nationale et«toute question lide la sdcuritd nationale ou au renseignement L'ampleur et 
I'incidence potentielle des examens du Comitd n’ont toujours pas dtd ddtermindes. 

Le projet de loi C-22 renvoie expressdment k la « coopdration » et prdcise ce qui suit: « Le 
Comitd et chacun des organismes de surveillance piennent toute mesure raisonnable pour 
coopdrer afin d’dviter que I’exercice du mandat du Comitd ne fasse double emploi avec Texercice 
du mandat de I’un ou I'autre des organismes de surveillance. » On doit toujours ddterminer 
comment ces mesures seront conerdtement appliqudes. Le bureau du commissaire s'engage 
pleinement k dtablir des relations de travail efficaces qui peimettiont d'dviter le chevauchement 
inutile d'efforts. 

Le commissaire et les cadres supdrieurs du bureau continueront de consulter les organismes 
d’examen du Canada et d’autres pays afin de discuter d'autres possibilitds de coopdration et 
d’dchanger leurs points de vue sur les questions et les mdthodes tides aux examens des organismes 
de renseignement et de sdcuritd. 

Les exigences en matidre de rapports imposdes mix diffdrents organismes centraux reprdsentent un 
fardeau considdrable pour les ressources des organismes de trds petite taille, comme celui du 
bureau du commissaire. Le bureau mdnera des discussions et une dvaluation avec les organismes 
centraux sur les moyens d'alldger ce fardeau ou de faire en sorte que les ressources composent 
avec celui-ci. 
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Risques cl4s : facteurs susceptibles d'influer sur notre 
capacite de r^aliser nos plans et d'atteindre nos r6sultats 


• Incapsciteieacamhier Jesacthrites du GST ptes nftaiit unriagufl accm ai tnatiar B de 

h liM et dB'protBcrim de la vie ptrofe dea fiaiMHianH _ , 

• Bartede la confiance da public . _ 


Le bureau doit dvaluer ses capacitds alors que le CST continue de crottre. On adapte et modifie 
continuellement les technologies que ce dernier emploie afin de proteger comme il se doit 
Pinfoimation critique des menaces, dont le nombre et la complexity se sont accrus. D faut done 
au^enter les ressouices fondamentales du bureau afin que celui-ci s’adapte k la croissance et aux 
changements que connait le CST. En plus de cider et de pourvoir un poste d’agent d’examen 
suppldmentaire, on fera I’acquisition d’autres technologiques, ce qui permettra au bureau de 
continuer a examiner de manidre efficace les activitds du CST. 

Le CPSNR verra le jour avec I’adoption du projet de loi C-22. Le Comitd aura le pouvoir 
d’examiner «les activitds » mendes par les organismes de sdeuritd nationale et«toute question 
lide k la sdcurite nationale et au renseignement». Le Comitd foumira, de conceit avec les 
organismes d’experts en matidre d’examen, un cadre de reddition de compte compldmentaire 
soHde et exhaustif pour les activitds lides k la sdcuiitd et au renseignement. Ce ca^ pourrait 
permettre d’instaurer une plus grande transparence et d’o£&ir une garantie additionnelle k 
I’ensemble des Canadiens comme quoi les organismes de renseignement et les mdeanismes de 
stuveillance en place travaillent de concert efficacement pour assurer la sdcuritd et proteger les 
droits et les libertds. 

Le bureau poursuivra ses efforts continus pour accroitre la transparence tout en protdgeant 
rinfoimation de nature ddlicate. La description ddtaill^ des activitds d’examen et des rdsultats 
contribuera k donner au public 1’assurance que les activitds du CST sont assujetties k des examens 
exhausdfs et & accroitre sa confiance k I’dgard du travail qu’effectue le CST. 

Le bureau continue d’dhidier les possibilhds de coopdration avec d’autres organismes d’examen 
dans le cadre d’examens rdunissant plus d’lm service de renseignement. II existe des occasions de 
se pencher sur les secteurs prdsentant des risques importants en matidre de sQretd et de sdcuritd qui 
touchent plus d’un ministdre ou organisme. Les examens coopdratifs ne visent pas k remplacer, 
mais plutdt & compldter les examens paiticuliers que idalisent des organismes distincts de sdcuritd 
et de renseignement. On n’a toujours pas ddteimind si le bureau aura besoin de ressouices 
suppldmentaires pour travailler avec le nouveau comitd de parlementaires et soutenir la rdaiisation 
d’examens conjoints. 
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Risques cles 


bisques 

Strategic do reponse au risque 

Lien au 

programme du 
ministere 

Lien aux engagements 
de la lettre de mandat 
ou aux priorites 
pangouvernementales 
et ministertelles 

DSfaut d’examiner les 
activites du CST 
pr^sentant un risque 
accru en mati^re de 
conformity y la lot et de 
protection de la vie priv^e 
des Canadians 

• Demander une augmentation 
permanente des ressources 
fondamentales afin de 
combler I'ycart entre le 
nombre actuel de ressources 
et les besoins en matiyre 
d’examen 

• Entretenir des relations de 
travail efficaces avec le CST 
qui sont fondles sur un 
respect mutual, et une 
approche objective et 
factuelle 

• Renforcer la capacity y attirer 
du personnel en amyiiorant 
les possibilitys de mobility 
vers et depuis la fonction 
publique 

• Foumir aux employes les 
outils, les systemes, la 
formation, le mentorat et le 
soutien professionnel 
nOcessaires y la realisation 
d’examen d’experts 

• Continuer de demander des 
modifications y la LDN qui 
permettraient de clarifier 
celle-ci et qui soutiendraient 
■’engagement du 
gouvernement y renforcer la 
responsabilisation et la 
transparence du CST au 
chapitre de la loi et de ses 
activites 

Programme 

d’examen 

Sycurity et possibilitys 

Perte de la confiance du 
public 

• Continuer de promouvoir et 
de d^crire le mandat, les 
responsabilit^s et le 
programme du bureau pour 
que le Partement et le public 
comprennent mieux le rdle du 
bureau et les r^sultats des 
examens 

• Maintenir la confiance du 

Programme 

d’examen 

S^cunt^ et possibilitys 
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public a regard du travail du 
bureau en ^isant preuve 
d’une plus grande 
transparence d cheque 
occasion qui s’y prate et en 
encourageant le CST a atre 
plus transparent. II est capital 
de damontrer que le CST est 
assujetti a des examens 
rigoureux et rigides et que 
t’on aborde adaquatement 
les questions en matiare de 
sacurita et de vie privae 
• S’effbrcer d’amaiiorer 
t'achange d’information et la 
cooparation entre les 
organismes d’examen, et ce, 
afin de cibler, de planifier et 
de raaliser des examens 
conjoints des activitas a 
risque aieva 
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Resultats prevus : ce que nous voulons realiser au cours 
de Tannee et ulterieurement 


Programme d'examen du commissaire 

Le programme d’examen pr^voit la realisation de travaux de recherche, de surveillance et de 
planification; rexdcution d’examens; ainsi que la production de rapports sur les i^sultats. II 
comprend par ailleurs des consultations et des conununications avec les dirigeants du CST, ainsi 
que d’autres organismes d’examen et dirigeants gouvemementaitx, au besoin. 


Faits saillants de la planification 

• Constance des idsultals du piogranune - Le CST se conforme & la loi et protege la vie privde des 


• AagmentaticxD de la capacHd en matito d’examrai 

• ^tablissfflnentuhdtiairessQitielde relations de travail efBcaces avec leCPSNRrt SOD secreaHit 
suivant l«gr mise en acdvbd 

• PossibilHdenmatjtoedemamtienetdeprogrfadwexaniensd’eaqpwts 


en mati^ de confiinnitd et de vie privde 


La responsabilitd essentielle k assumer dans le cadre du programme d’examen du commissaire 
consiste k examiner les activitds du CST afin de determiner si ce dernier s’acquitte de son manHat 
et de ses fonctions en conformity avec les lois du Canada et avec un strict respect pour la vie 
privde des Canadiens. Les prioritds du bureau demeurent les mdmes par rapport k celles de 
rexercice dcould - amdliorcr I’efficiencc et I’efficacity du programme d’examen, accroitre la 
transparence et maintenir la conftance du public. 

Le bureau s’emploiera k renforcer sa relation de travail avec le CST. En raison de cette relation, le 
bureau re 9 oit de la part du CST de nombreux renseignements concemant ses plans et prioritys, ses 
activitys, k la fois en cours et pryvues, ainsi que ses domaines de pryoccupmtion. L’andyse de cette 
information et les rysultats d'examens antyrieurs faciliteront la dytermination des prioritys en 
matiyre d’examen. 

Vu la CToissance du CST, le bureau souhaite prysenter une demande d’augmentation de ses 
pouvoirs financiers. Le bureau doit s’assurer qu’il dispose d’un ensemble de compytences 
tqjpropriyes pour s’attaquer aux questions nycessitant un examen. On continuera d’offiir aux 
employys des possibilitys de formation et de perfectionnement, et le bureau continuera 
d’amyUorer les outils et les syst^mes dont il dispose k I’appui de I’activity d’examen. On 
continuera ygalement d’offrir du mentorat et de la formation en emploi, au besoin. Lorsque 
necessaire, le bureau compiytera son eiTectif en retenant les services d’experts de domaines 
spycialisys et techniques qui travailleront k temps partiel. 
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Les discussions et les rencontres avec d’autres organismes d’examen, tant au Canada qu’a 
I’etranger, se poursuivront, et ce, en vue d’elaborer des normes professionnelles et de mettre en 
commun des pratiques exemplaires, y compris des examens d’experts. 

On deploie un effort continu en vue de renforcer ta confiance du public k I’endroit des organismes 
de securite et de renseignement, ainsi qu’a Tegard des examens et des activit^s de surveillance 
dont ils font I’objet. Le CPSNR creera un cadre de reddition de compte pour I'examen des 
activites li&s a ta securite et au renseignement; ce faisant, il devrait contribuer a accrottre la 
confiance du public en ce qui conceme le travail qu’effectuent les organismes de renseignement 
ainsi que le caractere adequat des examens et des mecanismes de surveillance. Le bureau 
travaillera de concert avec le Comite et son secretariat afin de s’assurer que le cadre permet la 
rralisation d’examens efficaces et efficients. 

Le bureau continuera a s’efforcer de renforcer la transparence. II continuera aussi d’assister a des 
conferences ainsi qu’a des reunions avec d’autres organismes d’examen, tant au Canada qu’^i 
I’etranger. 


Resultats prevus 


iResultats 

attendus 

Indicateurs de 
rendement 

Objectif 

Date 

d'atteinte de 
I'objectif 

Resultats 
reels pour 
2013-2014 

Resultats 
reels pour 
2014-2015 

Resultats ' 
reels pour ' 

2015-2016 

1 1 

Le CST execute 
ses teches et 
ses fonctions 
conformement 

% d'examens realises 
dans les deiais vises 

80% 

31 mars 2018 

80% 

90% 

90% 

aux lois du 
Canada et avec 
un strict respect 
pour la vie 
privee des 
Canadiens 

% de recommandations 
acceptees 

80% 

31 mars 2018 

100 % 

100 % 

100 % 


Ressources financieres budgetaires (dollars) 


Budget principal des 
depenses de 2017-2018 

Depenses prevues pour 
2017-2018 

Depenses prevues pour 
2018-2019 

Depenses prevues 
pour 2019-2020 

1 581 736 1 

1 581 736 

1 581 736 

1 581 736 1 
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Ressources humaines (equivalents temps plein ou ETP) 


Nombre d'ETP 
prevus 2017-2018 

Nombre d'ETP 
prevus 2018-2019 

Nombre d’ETP 
prevus 2019-2020 





Les renseignements sur le programme du Bureau du commissaire du Centre de la securite des 
telecommunications sont disponibles dans le site Web' du bureau et dans TlnfoBase du SCT". 

Services internes 

Description 

On entend par Services internes les groupes d'activites et de ressources connexes que le 
gouvemement federal considere comme des services de soutien aux programmes ou qui sont 
requis pour respecter les obligations d’une organisation. Les Services internes renvoient aux 
activites et aux ressources de 10 categories de services distinctes qui soutiennent [’execution de 
programmes dans [’organisation, sans egard au modele de prestation des Services internes du 
ministere. Les 10 categories de services sont: services de gestion et de surveillance, services des 
communications, services juridiques, services de gestion des ressources humaines, services de 
gestion des finances, services de gestion de [’information, services de technologies de 
I’information, services de gestion des biens immobiliers, services de gestion du materiel et 
services de gestion des acquisitions. 

Faits saillants de la plaDiHcation 

En 2016-2017, les Services internes continueront d’appuyer le commissaire, le directeur executif 
et le programme d’examen grace a tout I’^ventail de leurs services. Ce soutien comprendra les 
aspects suivants : 

• La revision des processus et des pratiques du bureau en vue de repondre aux exigences des 
initiatives de transformation du Conseil du Tresor dans les domaines des ressources 
humaines, de la gestion financiere et de la gestion de 1’information; 

• L’examen du caractere adequat des politiques et des pratiques de gestion financiere mises 
en place suivant la verification des controles de base; 

• L’am61ioration de la mobility des employes en modifiant leur titre dans le cadre de 
concours internes au sein de la fonction publique centrale; et 

• Le renforcement des pratiques actuelles en matidre de perfectionnement professionnel et 
de gestion de talents. 
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Ressources financieres budgetaires (dollars) 


BudQst principal dcs Ospcnsas prsvuss pour Ocpcnsss provuss pour Dsponsss pravuss pour 
depenses de 2017-2018 2017-2018 2018-2019 2019-2020 


527 480 


527 480 


527 480 


527 480 


Ressources humaines (equivalents temps plein ou ETP) 


;Nombre d’ETP prevus pour 
2017-2018 

Nombre d'ETP prevus pour 
2018-2019 

Nombre d'ETP prevus pour ' 

2019-2020 





Rfesultats pr6vus 
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Depenses et ressources humaines 

Depenses prevues 


s 

O 

T3 


Tendances relatives aux depenses du ministere 


Z»K>.0Cn 


2 . 100,000 


1.700.000 





2014- 

2015 

201S- 
2016 

2016- 

2017 

2017- 

2018 

2018- 

2019 

2019- 

2020 

■ Programmes temporaires - anMdp^s 

0 

0 

0 

0 

0 

0 

oPostBS l^isJatHs 

175J72 

177.890 

185,306 

169,145 

169.145 

169,145 

■Cr^its vot6s 

1,866.188 

1,866.987 

2,025.506 

1.940,071 

1,940,071 

1,940<071 

Tolal 

2,043.560 

2,034.877 

2,210.812 

2,109,216 

2,109,216 

2,109,216 


Sommaire de la planification budgetaire pour le programme et les Services internes 
(dollars) 


Programme et 
Services irUernes 

Depenses 

pour 

2014-2015 

Depenses 

pour 

2015^2016 

Depenses 
prevues pour 
2016-2017 

Budget 
principal des 
depenses de 
2017-2018 

Depenses 
prevues pour 
2017-2018 

Depenses 
prevues pour 
2018-2019 

Depenses 
prevues pour 
2019-2020 

Programme 
d'axamen du 
commissaire 

1 445 424 

1 498 360 

1 665 596 

1 581 736 

1 S81 736 

1 581 736 

1 581 736 

Services internes 

698 136 

536 517 

545 214 

527 480 

527 480 

527 480 

527 480 

Total 

2 043 560 

2 034 877 

2 210 812 

2109 216 

2 109 216 

2 109 216 

2 109 216 


Les depenses prevues pour 2016-2017 sont superieures de 176 000 $ a celles de 2015-2016, ce 
qui s’explique par deux principales raisons. Les fonds dont disposait le bureau pour ses depenses 
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de 2015-2016 ont diminue de 90 000 $, car 2015-2016 etait la troisieme et demiere annee pour 
rembourser les foods reportes que Ton avail utilises pour ragrandissement du bureau en 2012- 
2013. De plus, les depenses prevues pour 2016—2017 comprennent les depenses financ^es par les 
credits pennies (85 000 $) que I’on a reportes de 2015-2016. Le Budget principal des depenses et 
les depenses prevues pour les trois prochains exercices sont constants pour toute la periode de 
planification. 

11 convient toutefois de noter que le bureau a I’intention de demander du financement 
supplementaire sur une base continue en 2017-2018, et ce, afm de proceder a d’autres examens 
des equivalents temps plein, ainsi qu’a une mise a niveau des ressources technologiques. 


Ressources humaines planifiees 

Sommaire de la planification des ressources humaines pour le programme et 
Services internes (equivalents temps plein ou ETP) 


^Programme et Services internes 

Equivalents 
temps plein 
pour 

2014-2015 

Equivatents 
temps plein 
pour 

2015-2016 

Equivalents 
temps plein 
prevtis pour 
2016^2017 

Equivalents 
temps piein 
prevus pour 
2017-2018 

Equivalents 
temps plain 
prevus pour 
2018-2019 

Equivalents, 
temps plein ' 
prevus pour i 
2019-2020 ; 

Pragramme d‘examsn dy 
commissaire 

7.5 

6,5 

8,5 

8,5 

6,5 

8,5 

Services internes 

3 

3 

3 

3 

3 

3 

Total 

10,5 

11,5 

11,5 

11.5 

11,5 

11.5 


Le bureau a I’intention de stabiliser ses ressources humaines a 11. On s’attend toutefois a ce que 
le bureau demande du financement sur une base continue pour I’obtention d’Equivalents temps 
plein supplementaires aux fins du programme d’examen du commissaire pendant Texercice 
2017-2018. 

Budget des depenses par credit vote 

Pour obtenir de 1’information sur les credits du Bureau du commissaire du Centre de la securite 
des telEcommunications, consulter le Budget principal des dEpenses de 2017-2018'". 
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fet des resultats condense prospectif 

L’etat des resultats condense prospectif donne un aper^u general des operations du Bureau du 
commissaire du Centre de la securite des telecommunications. Les previsions des renseignements 
financiers concemant les depenses et les recettes sont preparees selon la methode de comptabilite 
d’exercice afin de renforcer la responsabilisation et d’ameliorer la transparence et la gestion 
financiere. 

Etant donne que l*etat des resultats condense prospectif est prepare selon la methode de 
comptabilite d exercice et que les montants des depenses projetees et des depenses prevues 
presentees dans d’autres sections du Plan ministeriel sont etablis selon la methode de comptabilite 
axee sur les depenses, il est possible que les montants different. 

Un etat des resultats prospectif plus detaille et des notes afferentes, notamment un rapprochement 
des couts de fonctionnement nets et des autorisations demandees, se trouve sur le site Web du 
Bureau du commissaire du Centre de la securite des telecommunications'^ 


Etat des resultats condense prospectif 

Pour Texercice se terminant le 31 mars 2018 (en dollars) 


Renseignements 

financiers 

Resultats projetes pour 
2016-2017 

Resultats prevus 
pour 2017-2018 

Ecart 

(resultats prevus pour 
2017-2018 motns 
resultats projetes de 
2016-2017) 

Total des depenses 

2 250 156 

2 297 073 

46 917 

CoOt de 

fonctionnement net 
avant le financement et 
les transferts 
gouvemementaux 

2 250 156 

2 297 073 

46 917 


Les depenses prevues du bureau ont augmente de 2 % par rapport aux depenses projetees. Cette 
hausse globale est attribuable aux petites augmentations des depenses prevues pour les services 
professionnels, ainsi qu’a 1’augmentation des couts d’amortissement. 
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Renseignements supplementaires 

Renseignements ministeriels 

ProfU organisationnel 
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Ministre de tutelle (en vertu de la Loi sur la gestion des finances publiques): 

L’honoiable Haijit S. Sajjan, CP, omm, msm, cd, d^put^, ministre de la Defense nationale 

Administrateur g£n£ral : L’honorable Jean-Pierre Plouffe, CD - Commissaire 

Portefeuille ministiriel : Defense nationale 

Instruments habilitants ; Loi sur la defense nationale''; Loi sur les enquStes'''; Loi sur la 
protection de I’information 

Annte d’incorporation ou de cr^tion : 1996 

Autre : 2008 - le bureau du commissaire a obtenu son propre crddit parlementaire. 

Cadre de pr^entation de rapports 

Voici les r^sultats strategiques et rAichitecture d’alignement des programmes de idfdrence pour 
2017-2018 du Bureau du commissaire du Centre de la s6curitd des telecommunications: 

1. Resultat strategique: Le CST s*acquitte de son mandat et de ses fonctions confoimement aux 
lois du Canada et avec un strict respect pour la vie privee des Canadiens. 

1.1 Programme: Programme d’examen du commissaire 

Services internes 
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D^penses fiscales fed^rales 

11 est possible de recourir au regime fiscal pour atteindre des objectifs de la politique publique en 
appliqi^t des mesures spdciales, comme de faibles taux d’impdt, des exemptions, des 
deductions, des reports et des credits. Le ministere des Finances Canada publie ch^ue annee des 
estimations et des projections du coQt de ces mesures dans le Rapport sur les depenses fiscales 
federales'"”. Ce rapport donne aussi des renseignements gendraux detaillds sur les depenses 
fiscales, y compris les descriptions, les objectifs, les renseignements historiques et les renvois aux 
programmes des depenses federaux coimexes. Les mesures fiscales presentees dans ce rapport 
reievent du ministre des Finances. 


Coordonnees de Tonganisation 

On peut communiquer avec le Bureau du commissaire du Centre de la sdcurite des 
telecommunications en ecrivant & Tadresse suivante : 

Bureau du commissaire du Centre de la securite des teieconununications 
C.P, 1474 succursale « B » 

Ottawa (Ontario) K1P5P6 


On peut aussi joindre le bureau par: 

Telephone : 613-992-3044 Teiecopieur: 613-992-4096 Courriel: info@ocsec-bccst.gc.ca. 

Pour en apprendre davantage sur le Bureau du conunissaire du Centre de la securite des 
telecommunications, son mandat et son rOle, veuillez consulter le site Web du bureau**. 


Renseignements supplfementaires 
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Annexe : Definitions 

arehitecture d^alignemeiit des programmes (Program Alignmeot Architecture) 

Repertoire structure de tous les programmes d’un ministere ou organisme qui decrit les liens 
hierarchiques entre les programmes et les liens aux resultats strategiques auxquels iis 
contribuenL 

cadre ministeriel des risultats (Departmental Results Frameworic) 

Comprend les responsabilites essentielles, les resultats ministeriels et les indicateurs de lesultat 
ministeriel. 

dble (target) 

Niveau mesurable du rendement ou du succes qu’une organisation, un programme ou une 
initiative prevoit atteindre dans un deiai precis. Une cible peut etre quantitative ou qualitative. 

credit (appropriation) 

Autorisation donnee par le Parlement d’effectuer des paiements sur le Tresor. 
depenses budgetaires (budgetary expenditures) 

Depenses de fonctionnement et en capital; paiements de transfert k d’autres ordres de 
gouvemement, k des organisations ou k des particuliers; et paiements k des societes d’etat. 

depenses legislatives (statutory expenditures) 

Depenses approuvees par le Parlement k la suite de 1’adoption d’une loi autre qu’une loi de 
credits. La loi precise les fins auxquelles peuvent servir les depenses et les conditions dans 
lesquelles elles peuvent etre eifectuees. 

depenses non budgetaires (non-budgetary expenditures) 

Rccettes et decaissements nets au titre de prSts, de pigments et d’avances, qui modifient la 
composition des actifs financiers du gouvemement du Canada. 

depenses prevues (planned spending) 

En ce qui a trait aux Plans ministeriels et aux Rapports sur les resultats ministeriels, les depenses 
prevues s’entendent des montants approuves par le Conseil du Tresor au plus tard le 1*^ fevrier. 
Elles peuvent done comprendre des montants qui s’ajoutent aux depenses prevues indiquees dame 
le budget principal des depenses. 

Un ministere est cense etre au courant des autorisations qu’il a demandees et obtenues. La 
determination des depenses prevues reieve du ministere, et ce dernier doit etre en mesure de 
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justifier les ddpenses et les augmentations prdsent^s dans son Plan ministdriel et son Report sur 
ies rdsultats ministdriels. 

d^enses vot^ (voted expenditures) 

D^penses ^prouv6es annuellement par le Parlement par une loi de crMts. Le libelld de chaque 
crddit ^nonce les conditions selon lesquelles les ddpenses peuvent €tre effectudes. 

Equivalent temps plein (full-time equivalent) 

Mesure utilisEe pour reprEsenter une annEe-personne complEte d*un employE dans le budget 
ministEriel. Les Equivalents temps plein sont calculEs par un rapport entre les heures de travail 
assignEes et les heures de travail prEvues. Les heures normales sont Etablies dans les conventions 
collectives. 

indicateur de rendement (performance indicator) 

Moyen qualitatif ou quantitatif de mesurer un extiant ou un lEsuitat en vue de dEterminer le 
rendement d’une organisation, d’un programme, d’une politique ou d’une initiative par rapport 
aux rEsultats attendus. 

indicateur de rEsultat ministEriel (Departmental Result Indicator) 

Facteur ou variable qui prEsente une fa^on valide et fiable de mesurer ou de dEcrire les progrEs 
rEalisEs par rapport k un rEsultat ministEriel. 

initiative horizontale (horizontal initiatives) 

Initiative dans le cadre de laquelle au moins deux organisations fEdErales, par rintermEdiaire 
d’une entente de financement approuvEe, s’efforcent d’atteindre des rEsultats communs dEfinis, 
et qui a EtE dEsignEe (p. ex., par le Cabinet ou par un organisme central, entre autres) comme une 
initiative horizontale aux fins de gestion et de prEsentation de rapports. 

plan (plans) 

ExposE des choix stratEgiques qui montre comment une organisation entend rEaliser ses prioritEs 
et obtenir les rEsultats connexes. De fa^n gEnErale, un plan explique la logique qui sous-tend les 
stratEgies retenues et tend k mettre I’accent sur des mesures qui se traduisent par des rEsultats 
attendus. 

Plan ministEriel (Departmental Plan) 

Foumit les lenseignements sur les plans et le rendement attendu des ministEres appropriEs au 
cours d’une pEriode de trois ans. Les plans ministEriels sont prEsentEs au Parlement au 
printemps. 
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Plan ministeriel 2017-2016 


priority (priorities) 

Plan ou projet qu’une organisation a choisi de cibler et dont elle rendra compte au cours de la 
p6riode de planification. 11 s’agit de ce qui importe le plus ou qui doit fitre fait en premier pour 
Eq>puyer la realisation du ou des rdsultats stratdgiques souhaitds. 

priorit£s pangouvemementales (government-wide priorities) 

Aux fins du Plan ministiriel 2017-2018, les priority pangouvemementales sont des themes de 
haut niveau qui pr^sentent le programme du gouvemement issu du discours du Trdne de 2015 
(c.-4-d. la croissance de la classe moyenne, un gouvemement ouvert et transparent, un 
environnement sain et une ^conomie forte, la diversity en tant que force du Canada, ainsi que la 
s^uritd et les possibilitds). 

production de rapports sur le rmdement (performance reporting) 

Processus de communication d’information sur le rendement fondee sur des dldments probants. 
La production de reports sur le rendement appuie la prise de decisions, la responsabilisation et 
la transparence. 

programme (program) 

Groupe d’intrants constitu^ de ressources et d’activit^s connexes qui est g6r^ pour r^pondre ^ des 
besoins precis et pour obtenir les risultats visis, et qui est traitd comme une unitd budg^taire. 

programme temporise (sunset prog^m) 

Programme ayant une dur^e fixe et dont le financement et Tautorisation politique ne sont pas 
permanents. Lorsqu’un tel programme arrive h dchdance, une decision doit Stre prise quant k son 
maintien. Dans le cas d’un renouvellement, la decision praise la port6e, le niveau de 
financement et la durde. 

Rapport sur les r^ultats minisUriels (Departmental Results Report) 

Pr^sente de I’information sur les realisations reelles par rapport aux plans, aux priorites et aux 
r6sultats attendus enonces dans le Plan ministeriel correspondant. 

rendement (performance) 

Utilisation qu’une organisation a faite de ses ressources en vue d’obtenir ses resultats, mesure 
dans laquelle ces rdsultats se comparent k ceux que I’organisation souhaitait obtenir, et mesure 
dans laquelle les lemons apprises ont ete cemees. 
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Plan ministSriel 2017-2018 


Responsabiliti essentielle (Core Responsibility) 

Fonction ou r6Ie peimanent exerc^ par un ministSre. Les intentions du minist^re concemant une 
Responsabilitd essentielle se traduisent par un ou plusieurs r£sultats ministdriels auxquels le 
ministere cherche & contribuer ou sur lesquels il veut avoir une in f l^ien ce 

risultat (results) 

Consequence exteme attribuable en partie aux activites d’une organisation, d’une politique, d’un 
programme ou d’une initiative. Les resultats ne reinvent pas d’une organisation, d’une politique, 
d’un programme ou d’une initiative unique, mais ils s’inscrivent dans la sphere d’influence de 
I’organisation. 

resultat ministerid (Departmental Result) 

Changements sur lesquels les ministeres veulent exercer une influence. As devraient subir 
I’influence des rdsultats des programmes, mais ils dchappent generalement au contrdle direct des 
mini stores. 

rtaultat strategique (Strategic Ontcome) 

Avantage durable et k long terme pour les Canadiens qui est rattachd au mandat, a la vision et 
aux fonctions de base d’une organisation. 

Structure de la gestion, des ressources et des rtaultats (Management, Resources and Results 
Structore) 

Cadre exhaustif oomprenant I’inventaire des prograrrunes, des rcssoruces, des resultats, des 
indicateurs de rendement et de 1’information de gouvemance d’luie organisation. Les 
programmes et les rdsultats sont prdsentis d’apr^s le lien hiirarchique qui les uni t, et les r^ultats 
stratdgiques auxquels ils contribuent. La Structure de la gestion, des ressources et des resultats 
d&oule de rarchitecture d’alignement des prograrrunes. 
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Plan ministeriel 2017-2018 


Notes en fin d'ouvrage 


i * Bureau du cotnmis&aire du Centre de la des t^l^ommimicatians, httpsy/www.ocsec*bccstgcxa 

ii. lufoBase du Secretariat du Conseil du Tresor du Canada, https://www.tbs-sctgcxa/eim-sgd/edb-bdd/mdex- 

fra.htm2#start 

til * Budget principal des ddpenses de 2017—2018, httpiZ/www.tbs^sctgc.ca/ligw-cgfffinances/pgs-pds/gepine- 
pdgbpdfindex-fi^.asp 

iv, Bureau du coitunissaire du Centre de la s^urit^ des tdldcominunicatiDns, httpsiZ/www.ocsec-bccstgc.ca 
V, Loi sur la defense nationale, ht^://laws-1ois just]ce.gc.ca/&a/lois/N-5/ 
vi > Loi sur Ics enqu^tes, http://Iaws-loi 5 Justice.gc.ca/fia/lo 1 s/]-11 / 

vii. Loi sur la protection de T information, http://laws-lot5.justjce.gc.ca/fia/lois/0-5/ 

viii. Rapport sur les d^pensas fiscales fatales, http://www.fin.gc.ca/piirl/taxexp-fi^asp 

ix. Bureau du cotnmissaire du Centre de la sdcurit^ des tildcommunications, https://www.ocsec-bccst.gc.ca 
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are withheld pursuant to sections 
sont retenues en vertu des articles 


15(1)-lA, 15(1)-DEF 


of the Access to Information 
de la Loi sur I'acces a I'information 



.15(1) -DEF 
■16(2){c) 

Cyber Defence Activities 1®* Bi-Annual Report - 2016/17 


Private Communications Used or Retained During CSE Cyber Defence Activities 
Conducted Under Ministerial Authorization 


For Review 


• This report contains the number of private communications (PC) used or retained white 
conducting Cyber Defence Activities (CDA) under Ministerial Authorization (MA) during the 
period of July l”, 2016 - December 31“, 2016 (Quarters 1 and 2 of the MA period). 


• During Quarters 1 and 2, 
and networks. 


PC were used or retained; the majority of which were 

Government of Canada (GC) systems 


Background 

• The Minister of National Defence signed the MA on May 3l“, 2016 authorizing CSE to intercept PC 
while conducting cyber defence activities on GC computer systems and networks. The MA is 
effective from July 1*', 2016 - June 30’^ 2017. 

• A private communication may only be used or retained if it has been deemed essential to identify, 
isolate or prevent harm to GC computer systems or networks, 

• Cyber defence activities that could result in the use or retention of PC include 

for two clients, CSE and SSC (includes GAC, DND and and 
for GC partners (ANNEX 2). ANNEX 1 contains the number of PC used or 
retained during Quarters 1 and 2 of the MA period via services were 

deployed at GC partners during this time; however, there have been no PC used or retained 
from to date. 

• In accordance with OPS 1-14, Policy on Cyber Defence Activities Conducted under M/n;sferio/ 
Authorization, Director ITS Programs, Education and Oversight must report the number of 
recognized PC used or retained during CDA under MA on a quarterly basis to the Deputy Chief, IT 
Security and, bi-annual!y to the Chief, CSE, 

• Management visibility and transparency through internal reporting is a key component of CSE's 
responsibility to ensure the protection of the privacy of Canadians in the conduct of CDA under MA, 
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SECRET 


PC Count Summary far Q1 and Q2 of the 2016-17 MA Period 


Q1&Q2: TOTAL PC AND 
COMMUNICATIONS 


Q1 & Q2: TOTAL PC COUNT BY CLIENT 


PC 


Communka lions' 


CSE 


ssc* 


Figure 1: \n CH and Q2, 
this accounted For 


PC were used or retained; 
of the total number of 


Figure 2: This figure represents the number of PC used or 
retained in CU & Q2 by client. 


communications* used or retained during Q1 and Q2 
under MA. 


'SSC includes GAC, DNO, and 


'Communications include non-PC communications such 


♦There have been no PC used or retained bv 


andp recognized PC such as 
communications. 


Considerations 

• The totai number of used or retained PC provided in this bi-annuai report accurately reflects the 
content of the Cyber Defence Branch databases at the time the information was compiled. Cyber 
defence analysts may alter the tagging of data in Cyber Defence Branch databases, which can 
produce variations in the total number of PC used or retained from one quarter to another. These 
changes are normal and unavoidable, as the Cyber Defence Branch continually reassesses data 
when new information becomes available following collection, or when deeper analysis is 
performed by analysts. 

• During CU and C12, a total of: communications* were used or retained under the CDA MA; of 

these, were PC. Therefore, PC were used or retained in Q1 and C12. The majority of 
these PC were used in an attempt to 

compromise GC computer systems and networks, or were necessary to isolate malicious activity. 


• The Q2 PC count is than quarterly PC count reports in the recent past. It is believed that this 

is partially attributed to 

Additionally, with as the official corporate repository 

for used and retained data, the creation of a new use and retention record is now more consistent 


* Communications include non-PC communications such as and, recognized PC such as 


communkations. 
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and efficient due to automation; this has improved ITS' capacity to discover and promptly retain 
cyber threat information, including PC. 

• The PC count numbers for this report were derived using two different techniques; using a report 
generation feature in the and using a separate tradecraft which is designed to 

count the number of used or retained PC in For added assurance, the ITS Program 

Oversight Center validated the two counts being generated from the repository; both activities 
resulted in the same PC count. 


• The Bi-Annual (July I** 2016 to December 3l” 2016) breakdown of PC is as follows; 


MA Client 

Private communications used or retained 

CSE 


SSC (GAC, DND, 




Total 



Prepared by: 





Reviewed by: 


isreXa Bossenmaier 
Chief, Communications Security Establishment 


MAR 0 8 2017 


Date 


Attachments: 

ANNEX 1 - Summary of Communications Used or Retained Under MA in Q1 and Q2 

ANNEX 2 ■ Partner Departments as of December 2016 

ANNEX 3 - Used or Retained PC Count Summary for Q1 and Q2 FY 2016-17 
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ANNEX 1 - Summary of Communications Used or Retained Under MA in Q1 and Q2 


MA client 

Communications Count for Q1 and Q2 

July 1, 2016 - December 31, 2016 

Total number of Type of PC retained 

communications used 

or retained under MA 

in Q1 and Q2 

Total number of PC used or 

retained 

CSE 








SSC(GAC, DND, 




TOTAL 
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Partner Departments as of December 31**, 2016 


SECRET 


ANNEX 2- 


Communications Security Establishment (CSE) 
Department of National Defence (DND) 


Global Affairs Canada (GAC) 


Shared Services Canada (SSC) 
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ANNEX 3 - Used or Retained PC Count Summary for Q1 and Q2 FY 2016-17 



Number of Used or Retained Private Communications 


Q1 and Q2 FY 2016-17 

MA Client 

Number of PC used or Number of PC used or Totai number of PC used or 

retained under MA in Q1 retained under MA in Q2 retained under MA in Q1-Q2 

FY 2016-17 

CSE 




SSC (GAC, DND, 


TOTAL 
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